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Phish For Thought: Working from Home and the Internet of 
Things in the Time of COVID 19 
 

The biggest challenges for the future development of cyber security 

come from the diffusion of ‘smart things’/ the ‘Internet of Things’ 

(‘IoTs’), and from an unprecedented number of people working 

from home in an effort to thwart the diffusion of a lethal virus, 

Coronavirus/COVID 19.  

In view of predictions of 75 billion IoTs being in use by 2025, their 

diffusion will soon outnumber computers and in the near future, 

mobile phones as well. Today, software is embedded everywhere: 

in our smartphones, our cars, our offices and our homes. This fact 

of 21stcentury life means that most software and software-based 

products are susceptible to vulnerabilities. It has been estimated 

that the average programme has at least 14 separate points of 

vulnerability.   

Each of those weaknesses could permit an attacker to compromise 

the integrity of the product and exploit it for personal gain. And, it 

seems there are no limits for cyber criminals even in the time of this 

unprecedented human pandemic, using the Coronavirus as 

leverage for scams and ransomware attacks. 

So how safe is the work-from-home environment in the time of 

Coronavirus?  
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What is troubling is that according to cyber security analysts 

roughly 83% of IoT-based transactions are happening over 

plaintext, i.e. on unencrypted/unsecure channels, while only 17% 

are using SSL, which is the standard security technology for 

establishing an encrypted link between a web server and a browser. 

This link ensures privacy of all data passed between the web server 

and the browser. 

IoTs come in a myriad of shapes, sizes, and functions from ‘smart’ 

home devices such as Alexa, and the Hive, to ‘smart’ Tvs, ‘smart’ 

watches, ‘smart’ fridges, security cameras, baby monitors, 

curtains/blinds, the list is endless.    

But many IoTs also come with zero-day vulnerabilities, which 

means there is a flaw built into the software that is unknown to the 

vendor/manufacturer and the user. A zero-day attack/exploit is 

the day when the vendor/manufacturer learns about the 

vulnerability and creates patches to mitigate it. Criminals exploit 

zero-day vulnerabilities by infecting the ‘smart’ device with 

malware, malicious virus/code.   

Zero-day attacks are extremely pernicious and can be devastating:  

the IoTs vulnerabilities can be easily, remotely exploited and 

weaponised by criminals to launch distributed denial-of-service  

(‘DDoS’) attacks on companies’ networks and websites, and thus 

posing great security risks to society and infrastructure.   

Furthermore, many companies today producing ‘smart 

things’/IoTs do not specialise in security, so we can expect a steep 

learning curve for them, and the need to acquire external expertise 

in security which in the time of Coronavirus will be extremely 

difficult with impending shortages of hardware, security and 

technical skills.  

Indeed, as industries, our personal lives and infrastructure have 

become more digitized and connected, the attack surface seems to 

have become broader. The explosive growth rate of IoTs presents a 

similar but frightening growth rate in their abuse.  
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With millions of people now working from home worldwide 
possibly using unsecure systems any malware downloaded can 
easily end up inside their company’s network exposing the 
company to ransomware attacks and blackmail.  
 
Any unsecure IoT based-transaction is therefore risky, because it 
creates the eco-system for attacks leading to mass data 
breaches/thefts, and the spread of the virus/malware 
compromising entire networks.  
 
The sheer number of people working from home combined with 
their potential use of IoTs with zero-day vulnerability create the 
perfect storm for a large scale criminal bot network to operate and 
launch a DDoS. This is at a time when humanity is trying to cope 
with the ravages of a storm caused by an equally invisible but lethal 
human virus. 
  
A ragbag of IoTs could thus create the perfect environment for such 
an attack. The case in point here is the infamous Dyn Cyberattack 
from 2016, which involved multiple DDoS attacks targeting systems 
operated by Domain Name System provider Dyn. The coordinated 
attacks caused major internet platforms and services to be 
unavailable to large swathes of users in Europe and North America. 
Dyn disclosed that the attack was a botnet coordinated through a 
large number of IoT-enabled devices, including cameras, residential 
gateways, and baby monitors, that had been infected with Mirai 
malware. 
 
The danger today is that the spread of Coronavirus could be 
mirrored in the spread of criminal bot networks, which will grow 
exponentially in parallel with the globally precarious IoT 
infrastructure. 
 

This is the time when joined-up thinking is required to prevent 

attacks and to protect the growing IoT infrastructure from falling 

into criminal hands, and thus protecting the fragile business 

environment in the time of Coronavirus.  

Therefore, the private sector, industry, government, security 

researchers, law- enforcement, regulators, and lawyers should join 
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forces and start thinking about how to effectively merge safety with 

security based on security-by-design and security-by-default 

principles within a legal framework which regulates the use and 

proliferation of IoTs.  

Recently criminal botnet operations were observed to have the 

ability to mine bitcoins, intercept any data in transit, and consume 

the user’s machine resources. The scope for legislation needed is 

therefore vast and it requires urgent address. 

Clear, expansive, and up- to- date criminal powers should be 

created by amending the current Computer Misuse Act 1990 in 

order to specifically address the issue of IoTs and DDoS attacks.  

E-privacy legislation should be implemented to mirror the EU’s 

proposals for an E-Privacy Regulation which is intended to replace 

the Privacy and Electronic Communications (EC) Directive 

2002/58/EC implemented in the UK through the Privacy and 

Electronic Communications (EC Directive) Regulations 2003, SI 

2003/2426. 
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