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CYBER BITES/ Cyber Surveillance Weapons, Export Controls, and International 

Sanctions, March 2020 

 

No Government’s Eye Should Be All–Seeing  

 

Last week, 3-5 March, saw governments and international delegations attend “annual 

surveillance week”, an event sponsored by the British Government, which includes the Home 

Office’s Security and Policing trade fair in Farnborough. The purpose of this event is for UK 

suppliers and manufacturers to sell the latest cyber surveillance technology/weapons to 

international customers – usually governments - around the world.  Companies like the NSO 

Group, the Gamma Group, BAE Systems, to name but a few, exhibited at the fair. The fair 

was ‘a closed shop’ with the public being barred, including journalists.  

David Kaye, the United Nations Special Rapporteur on Freedom of Expression, has recently 

called for a global moratorium on the sale, transfer, and use of private surveillance tools, until 

rigorous human rights safeguards are put in place to regulate such practices and guarantee 

that governments and non-State actors operate in a legitimate way. In his detailed report, the 

UN Special Rapporteur focused on the NSO Group and on the wealth of evidence that firmly 

shows how its powerful cyber espionage weapon, Pegasus, is being used repressively and 

arbitrarily against civilian society, journalists, and political opponents by governments such as 

Saudi Arabia, the UAE, Bahrain, and Mexico. 

What can the UK Government do?  

Some are arguing that the UK Government should impose an immediate moratorium on 

granting licences for the export of surveillance/intercept technologies, also known as “dual -

use” items, until there is convincing evidence that the use of these technologies can be 

restricted to lawful purposes consistent with international human rights standards. Or, that 

these technologies will only be exported to countries in which their use is subject to 

authorization – granted in accordance with due process and the standards of legality, 

necessity and legitimacy – by an independent and impartial judicial body.  
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Section 4 of the Export Control Order 2008 lays down the prohibition on export and transfer 

of UK controlled dual-use technology. A company will need an export licence before it can 

export/transfer controlled goods, software, and technology from the UK to another country. 

This is described in Schedules 2 and 3 of the Order. The Export Control Joint Unit (‘ECJU’), 

part of the Department for International Trade (‘DTI’) assesses all licence applications on a 

case-by-case basis in line with the Consolidated Licensing Criteria. A key concern with 

information security or intercept/surveillance equipment is covered by Criterion 2:  “Having 

assessed the recipient country’s attitude towards relevant principles established by 

international human rights instruments, the Government will:  

a) Not grant a licence if there is a clear risk that the items might be 

used for internal repression;    

b) Exercise special caution and vigilance in granting licences, on a case-by-

case basis and taking account of the nature of the equipment, to 

countries where serious violations of human rights have been 

established by the competent bodies of the UN, the Council of Europe or 

by the European Union;”   

To ensure compliance when export licences are denied on this basis, the surveillance 

technologies in question should be incorporated into existing sanctions regimes.   

The Sanctions and Anti-Money Laundering Act 2018, (‘SAMLA’) creates the current legal 

framework for the UK's sanctions and anti-money laundering regimes post-Brexit. 

In the preamble to SAMLA the Government proposes to use sanctions where the UK is 

required to do so under its international obligations, or where appropriate for the purposes of 

national or international security, or for the advancement of the UK’s other foreign policy 

objectives. It further states that the UK Government is committed to promoting and 

strengthening universal human rights, holding to account those responsible for the worst 

violations. This legislation also makes clear that individuals or entities can be sanctioned for 

the purposes of deterring, or providing accountability for gross human rights abuses or 

violations.  

Significantly, SAMLA introduces a “Magnitsky clause” to the legislation, which allows the UK 

to impose sanctions to punish or deter "gross violations of human rights".  In theory, this is a 

far-reaching power that remains to be tested against the realpolitik of forging trade relations 

with governments that have poor human rights records such as Saudi Arabia.  It remains to 

be seen just how broadly 'respect for human rights' will be interpreted, although the decision 

to impose sanctions on that basis is likely to be subject to political considerations. The risk of 

negative business impacts from such sanctions may prompt more companies to carry out 

human rights due diligence throughout their business chain. 
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In particular, the prospect of sanctions being applied to persons identified by description 

(rather than by name) under SAMLA will force many UK businesses to enhance their 

sanctions screening processes, and the UK's sanctions reporting requirements will 

dramatically expand to apply to all individuals and companies.   

Simultaneous application of EU and UK sanctions 

New UK sanctions may apply to conduct by any persons in the UK or its territorial sea, or 

conduct elsewhere by UK nationals or bodies incorporated in the UK. Meanwhile, EU 

sanctions apply within the EU territory and airspace, on board aircraft and vessels under a 

Member State flag, to nationals of Member States and legal persons incorporated under the 

law of a Member State, and to any person, entity or body in respect of any business being 

done in whole or in part within the EU. 

In practice, there will be many situations in which both UK and EU sanctions may apply post 

Brexit– for example, where UK nationals or UK-incorporated bodies are operating within the 

EU. In such cases, businesses should give careful consideration to ensure that their 

compliance policies and procedures are adapted to both regimes. 

Conclusion 

The broad picture is one of increased Government powers and increased compliance 

requirements for companies, particularly around sanctions, and breaches of sanctions.  

Companies like the NSO Group should, many would argue, be on the Government’s list of 

specific targets for new trade sanctions in respect of exporting cyber surveillance weapons 

like Pegasus to governments with questionable human rights records. Perhaps the UK 

government should consider imposing an export embargo in line with its UN obligations, 

national laws, the Export Control Order, and SAMLA. 

Significantly, across the pond, the FBI have recently charged the tech giant Huawei with 

commercial espionage/theft of IP from US firms and with breaching US sanctions to Iran by a 

Huawei subsidiary helping Iran run surveillance operations. 

Some are now arguing that the UK Government should follow suit, limiting the use of 

surveillance technologies to lawful ones that are subjected to the strictest forms of oversight 

and authorization. Further, some believe strongly that the Government should regulate private 

sector participation in the surveillance tools market – from research and development to 

marketing, sales, transfer and maintenance – by way of human rights due diligence and 

compliance with human rights norms. 
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